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Introduction
TO WORKSTREAM COLLABORATION



CONNECTED WORKPLACES KEEP EMPLOYEES  

LONGER, ENJOY HIGHER RATES OF  

PRODUCTIVIT Y AND EXPERIENCE MORE 

INNOVATION FROM THEIR WORKFORCE.

Among business trends like remote work and bring your  
own device (BYOD), a digital workplace in 2019 is no longer  
optional—but a necessity. 

A key tenant to a digital workplace is workstream collaboration—
giving employees space to see work-related news, have important 
conversations in a way that makes sense (e.g. private message,  
video or voice call) and share ideas across an organization. 

Studies show that employees working in environments with digital 
tools were 51% more likely to have strong job satisfaction, and 43% 
more likely to be positive about their work-life balance than those 
who have less access to workplace technology.

Employees recognize this opportunity for increased efficiency and 
personal connection and, as such, pockets of collaboration continue  
to pop up in enterprises around the globe. 

However, as with any new form of communication,  
stakeholders across a given organization will inevitably  
raise some sort of resistance. 

FOR EXAMPLE:

• Legal and compliance might worry about the regulatory risk that  
could arise from sharing of information. 

• Infosecurity might worry about the intellectual property that can 
be shared in public or private areas of the tool, and what happens 
if it gets in the wrong hands. 

• Finally, human resources might be concerned about psychological 
risks that could live in the company-endorsed tool (e.g. sexual 
harassment, discrimination or online bullying).

Use this resource as a guide to address your stakeholder’s 
valid concerns while also getting the         for collaboration 
across your organization. 

Rolling out workstream collaboration is a unique journey.  
Wall-to-wall adoption of a collaboration tool  not only 
requires employees to change the way they work, as it would 
on a new accounting tool, it asks employees to change the 
way they communicate and relate with one another.

Introduction to Workstream Collaboration
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Why get the 
FOR WORKSTREAM COLLABORATION



WORKSTREAM COLLABORATION IS UNIQUE IN ITS ABILIT Y TO 

CONNECT AN ENTIRE ORGANIZATION, FROM THE CEO TO AN INTERN.

Enterprise collaboration tools like Workplace by Facebook, Microsoft Teams,  
Yammer and Slack often look similar to our familiar social media tools and  
offer more natural avenues for conversation than the archaic email exchange.  
Features of collaboration, like threaded conversations, the ability to mention  
other stakeholders and direct messages, make working and sharing ideas 
across an organization more accessible than ever before.

Leaders of global organizations can also use these platforms to drive visibility  
and transparency through open group posts and feedback. They can leverage  
reactions (likes, loves) in a Workplace News Feed, for example, to quickly recognize  
employees or get a quick pulse on company issues through a simple poll. 

As a champion for internal communications, these tools are your solution to  
connect with your entire workforce regardless of job, location, or time zone.

According to a study by Hewlett Packard and Aruba, employees in digitally  
connected organizations were 60% more likely to say they are motivated  
at work and 91% more likely to praise their company’s vision.

INTERNAL COMMUNICATIONS TEAMS USE  

WORKSTREAM COLLABORATION TO:

• Host leadership broadcasts and announcements

• Deliver important company news and updates

• Collate employee feedback and input via polls

• Manage employee sentiment surveys and  
feedback groups

Why Get the          for Workstream Collaboration

MORE 
MOTIVATED

MORE 
PRAISE
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Organizations with Highly Engaged Employees Experience:

AN ENGAGED WORKPLACE PAYS OFF—IN FACT ORGANIZATIONS  

WITH THE MOST ENGAGED EMPLOYEES ARE 21% MORE PROFITABLE.

MORE VIBRANT COMMUNITY AND CULTURE  
Enterprise collaboration simultaneously 
enables top-down communication while  
also giving everybody in an organization  
a voice, no matter the pay-grade.  

A McKinsey study showed that connected 
workplaces allow for more dramatic 
organizational change, such as self-
organizing teams, than those without 
next-generation platforms. Sharing of 
information via a group feed breaks down 
organizational silos and real-time feedback, 
such as likes, comments, and reactions, 
fosters a community of collaboration. 

REDUCED TURNOVER AND ABSENTEEISM 
The majority of the U.S. workforce (51%) is 
not engaged, according to Gallup’s State of 
the American Workplace report. However, 
companies that do have highly engaged 
employees experience 41% lower  
absenteeism and 59% lower turnover  
(in low-turnover organizations). 

INCREASE IN PRODUCTIVITY & REVENUE   
Projects and deliverables move along 
swiftly with features like private groups to 
discuss projects and manage information,  
as well as chats to instant message, voice  
or video call your team no matter where they 
are located. It’s no surprise that McKinsey 
observed a 20-25% increase in productivity 
of knowledge workers in companies that 
leverage enterprise collaboration.

21%



Driving  
Collaboration  
Success 
IN YOUR ORGANIZATION



Driving Collaboration Success  
in Your Organization
The most successful rollouts of workstream collaboration often have a laundry list of 
similarities—executive championship, community management and the selection of  
the right tool.

However, the organizations that achieve the most successful adoption of the platform 
are the organizations that take the time to remove the red tape before launching the 
platform. Meaning, they take the time to address risks that could concern stakeholders 
across the organization before the risk is realized. For example, if your compliance team 
hasn’t already asked how collaboration and GDPR work together—you can bet they will. 

When introducing collaboration data, enterprise leaders want solutions in place to  
control the data, protect their people and guard the organization’s reputation.



Human Behavior Risk
Beyond compliance questions, introducing collaboration tools, such as 
Workplace by Facebook, Microsoft Teams and Yammer, can come with a level 
of risk. These platforms encourage informal communication, which can lead 
to increased innovations and information sharing—but also can make toxic 
behavior or inappropriate messages easier to send to another employee.  
If not addressed appropriately, these risks can put a halt to your collaboration 
rollout and hinder employee productivity. 

THERE ARE T WO PRIMARY BUCKETS OF HUMAN  

BEHAVIOR RISKS WHICH MIGHT CONCERN LEADERS  

ACROSS AN ORGANIZATION:  

 

RISK OF PSYCHOLOGICAL HARM—such as sexual harassment,  
discrimination or bullying on the private, closed and secret areas  
of collaboration tools. 

 

RISK OF INFORMATION BREACH—due to unsafe sharing on a  
collaboration tool. This could be malicious or out of ignorance.

PRIVATE MESSAGES ARE 144% MORE LIKELY TO 

CONTAIN CONFIDENTIAL CONTENT THAN IN  

PUBLIC GROUPS.

The digital workplace and collaboration leaders who do 
their due diligence to address these concerns upfront 
are the ones who will attain and maintain the buy-in 
from every corner of an organization. 

Leverage this guide to get in front of potential human 
behavior risks that might pop up and give your key 
stakeholders peace of mind.

Research from 
Aware shows 
that messages 
in private groups 
are 135% more 
likely to be toxic 
than messages 
in a public 
environment.

01.
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Stakeholder Alignment: 
IT’S MORE THAN JUST A VESTED INTEREST

Key stakeholders have specific requirements that enable their 
respective teams to do their jobs appropriately. Without addressing 
these requirements, collaboration leaders won’t gain stakeholder 
alignment—and ultimately could risk halting the rollout of a 
collaboration or communication platform. In the enterprise,  
this is commonly referred to as red tape. 

HERE ARE A FEW STAKEHOLDER CONCERNS  

THAT YOU ARE MOST LIKELY TO HEAR:

Legal
Legal and discovery leaders need a way to address legal hold 
situations as they arise. The ability to efficiently complete 
eDiscovery processes or internal forensics is essential to this 
team. Additionally, these teams need access to not only the 
message in question, but any surrounding conversational 
context as well.

Compliance 
Compliance leaders need to understand how these 
communication tools will comply with industry regulations and 
GDPR. From healthcare to financial services, any organization 
that wants to launch these platforms also needs a way to 
enforce existing data removal and retention policies.

Human Resources 
Human Resources leaders want to make the organization a 
safe place for their employees. They’ll look for safeguards that 
ensure employees behave appropriately within these digital 
platforms, protecting the company culture and an employee’s 
psychological safety from harassment or other toxic behaviors.

Information Security  
Information Security leaders need to mitigate the risk of a data 
breach or an accidental exposure of confidential information to 
the wrong person.

In order to remove the red tape and move forward with wall-to-
wall collaboration adoption, you need a solution to address these 
requirements, specifically built for collaboration data.

?
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STAKEHOLDER 1:

Legal



Get the          for Collaboration  
from your Legal Team
As a champion of collaboration, you need to partner with your legal team to ensure the success 
of your rollout. Getting your general counsel onboard with these new tools is essential to  
wall-to-wall enterprise collaboration adoption.

Workstream collaboration tools such as Workplace by Facebook, Yammer, Microsoft Teams  
and Slack disrupt the way offices communicate, connects dispersed teams, results in higher 
rates of employee productivity and improves overall company culture.

As collaboration tools scale to more users and enterprises, an increasing share of conversational 
data is moving to these platforms and away from tools such as email. As more people lean on 
collaboration to communicate with their colleagues, the number of conversations that carry  
legal risk within these tools grows.



HOW WILL WE SHIELD AGAINST THE LIABILIT Y OF 

EMPLOYEES ACCESSING SENSITIVE CORPORATE 

INFORMATION IN THESE TOOLS? 

Public and private conversations develop in quick-hitting instant 
message formats and with informal, chatty characteristics.  
This results in great outcomes such as increased innovation, 
decreased silos and higher rates of response.

However, all the things that make collaboration a safe place to  
share ideas and challenges also make it a lot easier to hit ‘return’ 
on a message and send potentially risky content in a Workplace  
Chat, for example, that feels private, but in reality can still result  
in legal ramification.

THERE ARE A FEW STEPS YOU CAN TAKE THAT  

WILL HELP YOUR LEGAL TEAM BREATHE EASY:

Help control liabilities by managing the digital community.  
Introduce norms that protect your employees, customers, 
and IP. Educate employees that sharing credit card numbers 
is probably not a good idea in these areas and if you are 
in a regulated industry, like healthcare, sharing patient 
information in the wrong areas can still qualify as a  
HIPAA violation. 

Have a way to enforce your community management 
policies. Pairing collaboration with a monitoring  
solution that scans public, private and chat messages  
for keywords or patterns of concern. This will surface 
unsafe sharing and you can notify your legal team of 
potential risks.

Here are a few questions that your legal team 
may ask about enterprise collaboration:

? !

“Staff feel empowered when they collaborate in Workplace 
as equals, no matter where they are in the world.
–DIANNA LANGLEY, DIGITAL WORKPLACE MANAGER, OXFAM

01.
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WHAT ABOUT EARLY CASE ASSESSMENT?  

CAN WE EFFICIENTLY ACCESS PUBLIC AND  

PRIVATE COMMUNICATIONS?

Thinking through how your legal team will handle early case 
investigation will help them give the          to collaboration quickly  
and confidently.

When there is a pending litigation, legal teams need to gather all 
relevant data that might prove useful for a case prosecution or 
defense. This can include financial data, email communications  
and phone records. With the rollout of collaboration—this should 
also include public and private conversation content.

Pair your collaboration tool with a solution that allows legal  
teams to build an archive of all content (including revisions  
and deletions!), enact legal holds to preserve content from 
individuals of interest and easily extract relevant content by  
author or keyword.  

HOW CAN WE CONTROL OUR LEGAL LIABILIT Y  

FOR CONVERSATIONAL DATA THAT WILL LIVE  

ON THESE TOOLS?

By creating a digital space for employees to share ideas, innovate 
and work through challenges—you are also creating a space that 
will be storing a large amount of intellectual property (IP) and other 
company information.

Cut your legal team a break by purging conversation data you no 
longer need. That way they don’t have the burden of discovery in 

the event of performing early case assessment. It also prevents 
lingering conversations that no longer offer value to the business 
from getting in the wrong hands.

Most companies have retention policies that define when to purge 
stored data after a set amount of time (the amount of time varies 
across industries and companies). Implement a retention solution 
that will enable you to apply your organization’s existing retention 
policies to your collaboration data.

WHAT DO WE DO IN THE EVENT AN EMPLOYEE  

EDITS AND/OR DELETES ORIGINAL CONTENT 

WITHIN THESE COLLABORATION PLATFORMS?

Collaboration tools are different from more conventional  
forms of workplace communication—such as email—in that  
they often enable revision or deletion functionality on messages 
and shared content.

While the action in and of itself doesn’t mean that your employee 
has something to hide (more often, it’s a case of a missing comma 
or typo), even an innocuous edit could open up your organization 
to greater compliance concerns.

Bring your compliance team a plan to archive both conversation 
data and any subsequent modifications.

?

?

?

Learn About Aware’s Legal Hold Solution for 
Workplace, Yammer, Microsoft Teams and Slack

Learn More

https://hubs.ly/H0n8zN_0
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Get the          for Collaboration  
from your Compliance Team
The workstream collaboration market continues to grow, and business leaders are paying 
attention. When introducing tools such as Workplace by Facebook, Yammer, Microsoft 
Teams and Slack, you will need to explain how your organization will manage legal risks  
and remain compliant with industry and data regulations such as HIPAA or the GDPR.



IN THE WAKE OF NEW DATA REGULATIONS LIKE THE 

GDPR, HOW CAN WE ENSURE COMPLIANCE WITHIN 

DIGITAL COLLABORATION PLATFORMS?

The European Union’s General Data Protection Regulation (GDPR) 
went into effect on May 25, 2018, affecting companies all over the 
globe. The State of California followed suit with the passing of the 
California Consumer Privacy Act in January, 2020. Given these new 
regulations, data privacy is top-of-mind with compliance leaders 
and they will need to understand how your company will remain 
compliant within internal communications. 

THERE ARE T WO MA JOR AREAS OF THE GDPR THAT 

YOU SHOULD PAY AT TENTION TO:

DATA SUBJECT’S RIGHT TO ACCESS

Any citizen of the EU has the right to request access to  
all of their stored data—this is called a Data Subject 
Access Request (DSAR). This applies to employees and any 
communication data that might be generated in these tools.

DATA SUBJECT’S RIGHT TO BE FORGOTTEN

In addition to accessing their data, all EU citizens have 
the right to be forgotten—basically, the right to have 
their data erased. This also applies to employees and any 
communication data that might be generated in these tools.

So, when it comes to the digital workplace, the best way to control 
legal risk is to select a data management tool that can efficiently 
capture and export all conversations and communications to/from 
an individual in the event of a DSAR. You also need a tool that has 
the ability to delete all of the user’s data from both the platform 
and any archives, should an employee request erasure, or simply  
to comply with your organization’s retention policies.

Your adoption journey will go much more smoothly if 
you arrive prepared to answer the following questions 
for your compliance team:

? !
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HOW DO WE ENSURE THAT EMPLOYEES ADHERE 

TO OUR ORGANIZATION’S OWN POLICIES WITHIN 

TOOLS LIKE WORKPLACE BY FACEBOOK, MICROSOFT 

TEAMS, YAMMER, AND SLACK?

Aside from industry or federal regulations, each organization also 
has a robust set of its own policies and guidelines for appropriate 
behavior. For example, generally employees sign a code of conduct 
that states they will treat fellow employees with respect and 
dignity. Yet, we see headline after headline of harassment or 
discrimination issues within the workplace.

Workplace collaboration tools offer coworkers a more casual and 
faster way to communicate with each other, but it also opens the 
door for conversations that are not necessarily appropriate in the 
workplace. Ease concerns of both your compliance AND human 
resources leaders by implementing an automated monitoring 
solution that specifically looks for inappropriate behavior which 
could lead to psychological or legal risk.

HOW CAN WE ENSURE COMPLIANCE OF PUBLIC AND 

PRIVATE GROUPS, AS WELL AS DIRECT MESSAGES?

Depending on what tool your organization selects for its digital 
workplace, administrators don’t always have out-of-the-box 
access to monitor private communication areas. This can be 
concerning when 43% of all messages on collaboration platforms 
occur within private groups or one-to-one conversations. 
Without any insight into what your employees say in these 
messages, it’s hard to protect the rest of your workers and  
the overall company from unsafe sharing or legal violations.

Put your compliance leaders’ minds at ease by implementing  
a monitoring tool that provides visibility into all message and  
group types, including public, private, and chat.

The word monitoring may feel off-putting at first, but on a 
company-endorsed tool it is necessary to keep employees and 
your company safe. It’s a practice that has been in place for email 
for decades and when you’re open and transparent with your 
community regarding monitoring, your employees are likely  
to be understanding and comfortable with it.

? ?



“

WHAT IF AN EMPLOYEE EDITS AND/OR 

DELETES ORIGINAL CONTENT WITHIN THESE 

COLLABORATION PLATFORMS? HOW DO WE STAY 

COMPLIANT TO INDUSTRY REGULATIONS?

Many regulated industries require organizations to save and 
store data for a specific amount of time (e.g. HIPAA, FINRA). 
This includes the communication data that is generated within 
collaboration platforms. Not to mention, when dealing with 
litigation or other regulatory compliance issues, the importance 
of a searchable archive is unrivaled. How else would legal and 
compliance teams collect evidence to try a case?

Bring a plan to your compliance team for how you are going to  
keep conversation data—including edits and deletions—in a 
searchable archive.

A NATURAL PAIR:  

Archive and Retention

 
If your organization stores all of your collaboration content,  
that can mean that you are storing a lot of data over months  
and years. As time passes, stored data serves less business  
value (or even legal value) because it is so outdated.

At that point the data is really only a liability that could get in 
the wrong hands. To control risk and reduce storage costs, 
organizations commonly implement retention policies to  
purge data after a set period of time. When selecting an  
archive solution for your digital workplace, ask if they also offer 
retention capabilities on both the archive AND the platform.

?

Aware allowed us to go  
from a passive approach to 
a more proactive approach 
when addressing [our] 
compliance needs.
–ADRIAN GAGALA, DIGITAL EMPLOYEE SOLUTIONS LEAD, 

DORMAKABA

ARCHIVE

Learn about Aware’s Data Retention Solution for 
Workplace, Yammer, Microsoft Teams and Slack

Learn More

https://hubs.ly/H0n8Bw20
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Get the          for Collaboration from  
Your Human Resources Team
If you’re driving the adoption of Workplace by Facebook, Microsoft Teams, Yammer or  
Slack—you will face a variety of stakeholders. At some point, you need buy-in from your  
human resources department regarding the platform’s rollout.

Naturally, human resource teams care about the human side of your organization.  
They cultivate and drive the organizational culture and processes that every team within 
an organization leans on to work effectively and efficiently. Employee engagement, 
sentiment, safety and compliance are a few of the key issues that concern HR leaders.



HOW DO WE KNOW THAT EMPLOYEES WILL USE 

THESE TOOLS TO COMMUNICATE PRODUCTIVELY 

VERSUS WASTING TIME?

PRIOR TO ROLLING OUT A DIGITAL COLLABORATION  

SOLUTION TO YOUR EMPLOYEES, CREATE A COMMUNITY 

MANAGEMENT STRATEGY:

Identify a community manager.

Define what endorsed behavior looks like on these tools for 
your organization: Are there specific topics (e.g. personal, 
confidential) that are off limits? Where should certain 
information live in the tool? Should specific questions  
or topics be pointed to certain groups or individuals?

Outline how the community manager will monitor the 
digital community and reinforce these endorsed behaviors.

Have a response plan for unproductive or distracting 
behavior on the platform.

HOW DO WE SHIELD OUR EMPLOYEES  

AGAINST TOXIC BEHAVIOR—SUCH AS 

INAPPROPRIATE LANGUAGE OR SEXUAL 

HARASSMENT—IN THESE TOOLS?

Unfortunately, human behavior risk lives in every organization. 
 If they exhibit toxicity in the workplace, employees will likely take 
these tendencies to a digital platform—especially in private areas 
such as direct messages, as well as closed or secret groups.

Give your human resources team the peace of mind that the digital 
community is governed by a watchful eye. The best way to protect 
employees against unsafe or toxic coworker behavior is through 
automated monitoring. Pair your digital workplace solution with a 
tool that surfaces content by keywords and behavior anomalies.

Your human resource leaders will have questions for you 
during your collaboration rollout. Here are a few to expect:

? ?
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WHAT’S THE MOST EFFECTIVE WAY TO ENSURE 

EMPLOYEE COMPLIANCE WITH COMPANY POLICIES 

AND OUR CODE OF CONDUCT WHEN USING NEW 

COLLABORATION TOOLS?

Depending on your company’s industry and level of comfort with  
risk, ensuring that employees honor company policies is critical  
to the success of your project. The way employees conduct 
themselves online is a reflection of how they conduct themselves  
in the workplace.

As the champion of digital collaboration, your job is to implement  
the safeguards so that your company is responding appropriately  
if things go awry.

DON’T WORRY, THIS CAN BE ACCOMPLISHED IN TWO SIMPLE STEPS:

The first step is ensuring that community managers have 
access to employee public and private communications.  
This is key to monitoring and responding to inappropriate 
behavior, and also for discovery if further investigation  
is necessary.

Secondly, partner with your human resources team to  
create a response and escalation plan for concerning  
behavior. Who needs to be notified of the incident?  
Should the content be removed from the platform?  
How should the offending employee be coached?

? ? HOW CAN WE UTILIZE THESE PLATFORMS  

TO BET TER UNDERSTAND WORKPLACE  

ENGAGEMENT AND SENTIMENT?

Here’s a way to win over your human resource teams—add  
value to their current workflow.

Human resources teams spend millions on annual surveys and  
other tools to understand employees’ mood and perception  
of their organization, leadership and culture. However,  
these antiquated practices are inefficient and grossly inaccurate.

Pair your tool rollout with an integration partner who 
offers powerful insights, such as up-to-date sentiment .

The research is clear: companies with a digital workplace  
demonstrate faster time-to-innovation, higher employee  
retention, increased productivity and revenue growth.

So, implemented correctly—these platforms will help transform  
and enhance employee engagement in your organization.

01.

02.
Learn about Aware’s Content Moderation 
Solution for Workplace, Yammer, Microsoft 
Teams and Slack

Learn More

https://hubs.ly/H0n8B4R0


STAKEHOLDER 4:

Information  
Security



Get the          for Collaboration  
from Your Information Security Team
Enterprise security is a critical priority for many IT professionals, with C-Suite executives 
citing it as a top concern. With new types of threats entering the technology landscape 
every day, the job of information security is never done.

The essential responsibilities of information security are consistent across organizations: 
reduce IT risks; safely store and protect company, employee and customer data; as well as 
develop possible breach scenarios along with corresponding reaction and response plans.

Whether you work directly with the CISO or another designated team, information security 
is a major stakeholder—and possible roadblock—to your workplace collaboration rollout.



 HOW DO WE ADDRESS THE RISK OF INSIDER  

THREATS IN COLLABORATION NET WORKS?

Anytime your organization turns on a new technology tool,  
it introduces inherent risks. The key to getting the         from your 
infosec team is anticipating risks that may bring concern,  
and presenting solutions that will mitigate said risk.

Platforms such as Workplace by Facebook and Microsoft Teams 
make the platform secure for the enterprise. It’s the unpredictable 
human behavior that introduces risk into your digital workplace. 
The informal, chatty nature of these platforms creates an 
environment that is ripe for sharing sensitive or confidential 
information with the wrong individuals—either accidentally  
or maliciously.

The average security breach costs approximately $4,000,000—
making this risk alone a potential stopper to an enterprise 
collaboration roll out. In order to mitigate risk of insider threats, 
proactive community management is necessary. As a champion 
of collaboration, you need to present a solution to keep sensitive 
material safe and out of the wrong hands (or the wrong private 
message…).

Make your life easier by automating this process. Ensure  
that employees communicate and share in a safe manner  
by monitoring public and private interactions.

BRING YOUR OWN DEVICE (BYOD) POLICIES CAN 

CAUSE A GREATER RISK FOR INSIDER THREATS AND 

SHADOW IT PLATFORMS. HOW CAN COLLABORATION 

PLATFORMS IMPACT THESE POTENTIAL DANGERS?

BYOD policies are becoming increasingly more commonplace 
across enterprises, introducing a new set of risks and concerns. 
One of the biggest concerns is the mix of personal and  
professional content on one device. In this scenario, there is a 
risk that employees might share company content and files on 
consumer-grade apps, just like they share personal videos and  
files with family and friends.

The good news is this conversation actually helps your case when  
it comes to digital collaboration! These platforms often work 
across desktops, mobile phones and tablets, and help insulate 
corporate communication data within enterprise-grade apps.

So, with an app like Workplace by Facebook on their personal 
device, employees can connect on-the-go with colleagues  
on a company-sanctioned tool instead of SMS or another 
consumer-grade app.

When you increase user adoption on company-sanctioned 
platforms, it increases the ability infosec teams have to protect 
communication data.

Be prepared to answer the following questions 
to alleviate concerns they might have: 

? ?

https://databreachcalculator.mybluemix.net/executive-summary/


HOW WILL WE SECURE THE PERIMETER  

AND INFRASTRUCTURE OF THIS NEW  

COLLABORATION ENVIRONMENT?

The right tool makes all the difference. An enterprise-grade 
workstream collaboration tool, like Workplace by Facebook, 
Microsoft Teams and Yammer, have enterprise enterprise 
security needs in mind—keeping a safe perimeter from external, 
malicious users. 

HOW DO WE PROPERLY MANAGE, STORE AND  

SECURE THE CONVERSATIONAL DATA WE GATHER 

FROM THESE PLATFORMS?

The proper management and security of communication  
data is dependent on choosing the right enterprise-grade 
collaboration tool. However, not all of these tools offer data 
management capabilities. Come prepared to a conversation  
with your infosec team by offering an additional layer of  
protection with retention functionality.

The point of retention is to reduce data liability by removing data 
that no longer provides business value. If the conversation—or 
the sensitive data contained within—isn’t offering additional value 
and is just sitting on the platform, consider it a company risk. When 
you purge that information from your tool, it prevents a leak to 
somebody that shouldn’t have the data.

Show your infosec team your plans to pair your collaboration tool 
with a solution that that offers retention functionality—deleting 
data directly from the platform when it is no longer needed for 
business or compliance.

HOW CAN WE ENSURE SAFE DIGITAL PRACTICES  

OF EMPLOYEES WITH A DATA LOSS PROTECTION  

(DLP) SOLUTION?

The first step is to introduce a viable collaboration solution. 
Without a sanctioned collaboration tool, employees will take 
measures in their own hands and find the solutions that help them 
get their job done. However, unsanctioned tools offer no visibility 
into what is shared – a major infosecurity concern.

Your organization likely already has a cloud access security broker 
(CASB) in place, which functions like a security gateway between 
IT infrastructure and cloud-based applications. This is useful to 
identify and prevent the access or sharing of files to an audience 
outside of the permitted populations.

For complete coverage, pair a CASB with a data loss protection 
(DLP) or automated monitoring solution that is developed 
specifically for workstream collaboration. Show your infosec  
team a solution that makes sense of the unstructured 
conversation data that lives within these platforms, and also  
offers the ability to provide conversation context surrounding  
any messages of interest.

?

?

?

Learn about Aware’s Data Loss Prevention 
Solution for Workplace, Yammer, Microsoft 
Teams and Slack

Learn More

https://hubs.ly/H0n8B4R0
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Leverage Aware to Get the            
for Workstream Collaboration
Conversations in public and private areas of enterprise collaboration platforms  
can introduce uncertainty and risk in the eyes of enterprise leaders.



Don’t let the red tape jeopardize your organization’s  
journey to  collaboration. Satisfy stakeholder concerns  
with Aware’s capabilities:

SEARCH & DISCOVER
Quickly search the archive by custodian, 
date range, keyword and more. Support 
eDiscovery workflows, efficiently filter 
results and view conversational context.

DATA HOLDS
Satisfy the need to create and release legal 
holds by content author. Leverage Aware 
to preserve and protect needed content 
from revision or deletion.

RETENTION
Aware allows you to apply your records 
retention policies and automatically purge 
select content from both the collaboration 
platform and the archive.

ARCHIVING
Archive collaboration content no matter 
the user’s device, location or network. 
Store and track edits, as well as deletions. 

MONITORING/DLP
Gain visibility into public and private 
employee communications. Protect 
sensitive data and surface unsafe behavior 
through Aware’s easily configured, rules-
based engine. 

CULTURE PROTECTION
Utilize Aware’s proprietary AI and ML to 
identify toxic behavior, harassment and 
other scenarios that put psychological 
safety of employees at risk. 



Learn how to get the           
from your entire team. 
Many organizations now have roles such as the Head of Digital 
Workplace, Director of Workplace Solutions and even Chief 
Workplace Officer. With the evolution of enterprise social 
networks and workstream collaboration tools, these jobs exist to 
introduce and manage tools that enable employees to work better.

However, to gain wall-to-wall adoption, these collaboration 
leaders need stakeholder alignment from information security, 
legal, compliance and human resources. Aware offers solutions to 
remove the red tape, paving the way for these teams to say ‘yes’ 
 to collaboration.

SCHEDULE AN AWARE INTRODUCTORY  
CALL OR DEMO TODAY AT 

AwareHQ.com/demo 
OR BY EMAILING

sales@awarehq.com

LET’S CONNECT: 

AwareHQ.com
Sign up to receive updates on products, case studies, 
 blog posts and more.

@AWARE_HQ

LINKEDIN.COM/COMPANY/AWAREHQ

@AWAREHQ

FACEBOOK.COM/AWAREHQ


